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HOW WE GOT HERE 

               
                     

December 2004
Intelligence Reform & Terrorism Prevention Act

“…facilitate the sharing of terrorism information … at and 
across all levels of security.”

November 2002
Homeland Security Act

“…identify and safeguard homeland security information that 
is Sensitive But Unclassified (SBU).”

                             
                     



                        
                     

December 2005
Presidential Memorandum

“Guidelines & Requirements in Support of 
the Information Sharing Environment.”

May 2009
Presidential Memorandum

“Classified Information & Controlled Unclassified Information.”

May 2008
Presidential Memorandum

“Designation & Sharing of Controlled 
Unclassified Information (CUI).”



November 2010
Executive Order 13556 - CUI

“…this order establishes a program for managing … 
Controlled Unclassified Information, that emphasizes the 
openness and uniformity of Government-wide practice.” 

August 2009
Presidential Task Force on CUI Report

“…a single, standardized framework for marking, 
safeguarding, and disseminating [CUI] is required...”

                        
                     



October 2016
DFARS 252.204-7012 Finalized

“Safeguarding Covered Defense Information & 
Cyber Incident Reporting”

November 2016

“The CUI Rule” Is Finalized

“In written agreements … that involve CUI, agencies must include 
provisions that require the entity to handle CUI in accordance with 

this rule, the Order, and the CUI Registry.” 

December 2016
Special Publication 800-171 

“Protecting Controlled Unclassified Information 
in Nonfederal Systems & Organizations.”

                  
                     



November 2016

                
                     

Subpart A – General 
Information
- 2002.1 Purpose & Scope
- 2002.2 Incorporation by Reference
- 2002.4 Definitions
- 2002.6 CUI EA
- 2002.8 Roles & Responsibilities

Subpart B – Key 
Elements of the CUI 
Program
- 2002.10 The CUI Registry
- 2002.12 CUI categories 
- 2002.14 Safeguarding
- 2002.16 Accessing & Disseminating
- 2002.18 Decontrolling
- 2002.20 Marking
- 2002.22 Limitations 
- 2002.24 Agency self-inspection

Subpart C – CUI 
Program Management
- 2002.30 Education & training
- 2002.32 CUI cover sheets
- 2002.34 Transferring records
- 2002.36 Legacy materials
- 2002.38 Waivers
- 2002.44 Disclosure statues
- 2002.46 Privacy Act
- 2002.48 APA
- 2002.50 Challenges to designation
- 2002.52 Dispute resolution
- 2002.54 Misuse of CUI
- 2002.56 Sanctions for misuse

“The CUI Rule” Is Finalized

Part 2002, Title 32, Code of Federal Regulations
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November 2016

                
                     

2002.4 Definitions                 2002.12 CUI categories                 2002.14 Safeguarding

“Controlled Unclassified Information (CUI) is information that the Government 
creates or possesses, or that an entity creates or possesses on behalf of the 
Government, that a law, regulation, or Government-wide policy requires or 
permits an agency to handle using safeguarding or dissemination controls.”

“The CUI Rule” Is Finalized

Part 2002, Title 32, Code of Federal Regulations

© 2020 CMTC all rights reserved



November 2016

                
                     

2002.4 Definitions                 2002.12 CUI categories                 2002.14 Safeguarding

- Critical Infrastructure
- Defense
- Export Control
- Financial
- Immigration
- Intelligence
- International Agreements
- Law Enforcement
- Legal
- Natural & Cultural Resources
- NATO
- Nuclear
- Patent
- Privacy
- Procurement & Acquisition
- Provisional
- Statistical
- Tax
- Transportation

“The CUI Rule” Is Finalized

Part 2002, Title 32, Code of Federal Regulations
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November 2016

                
                     

2002.4 Definitions                 2002.12 CUI categories                 2002.14 Safeguarding

- Defense

- Controlled Technical Information (CTI)

“Technical information with military or space application that is subject to 
controls on the access, use, reproduction, modification, performance, display, 
release, disclosure, or dissemination.”

- Research & Engineering Data
- Engineering Drawings

- Associated:
- Specifications
- Standards
- Process Sheets
- Manuals
- Software & Source Code

“The CUI Rule” Is Finalized

Part 2002, Title 32, Code of Federal Regulations
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November 2016

                
                     

2002.4 Definitions                 2002.12 CUI categories                 2002.14 Safeguarding

Authorized holders must take reasonable precautions to guard against unauthorized disclosure of CUI…

NIST SP 800-171 defines the requirements necessary to protect CUI on non-Federal systems…

CUI is categorized at no less than moderate confidentiality impact level…

“The CUI Rule” Is Finalized

Part 2002, Title 32, Code of Federal Regulations
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December 2016 Special Publication 800-171 
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December 2016 Special Publication 800-171 

Confidentiality: unauthorized disclosure

Moderate Impact: serious adverse effects
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December 2016 Special Publication 800-171 
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December 2016 Special Publication 800-171 

“Expected to be routinely satisfied by nonfederal 
organizations without specification.”

SA – System & Services Acquisition

9 – External System Services

63 “NFO” Controls 
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December 2016

“Expected to be routinely satisfied by nonfederal 
organizations without specification.”

63 “NFO” Controls 

Requires external service providers 
comply with organizational 

information security standards.

Monitors security control 
compliance by external providers 

on an ongoing basis. 

SLAs define expectations of 
performance for security controls and 
identify remedies for noncompliance. 



                  
                     

October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

a)b)c)d)e)f)g)h)i)j)k)l)m)
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

a) b) c) d) e) f) g) h) i) j) k) l) m)
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Adequate 
Security”

FEDRAMP Moderate

c) –g)
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Cyber Incident Reporting Requirement”

“Rapidly report” = 72 hours
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Malicious Software”

Submit malware to DC3
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Media Preservation & Protection”

90 Days
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Access to additional information or equipment 
necessary for forensic analysis”
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“Cyber Damage Assessment Activities”

Provide everything from e)
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

Safeguarding Covered
Defense Information

Cyber Incident Reporting
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October 2016
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b) c) d) e) f) g) m)

“Subcontracts”
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October 2016
Final DFARS 252.204-7012 Update

Part 252, Title 48, Code of Federal Regulations

b) c) d) e) f) g) m)

“The Contractor Shall –” 

“Include this clause, including paragraph (m), in subcontracts ...” 

“For operationally critical support, or for which subcontract performance will include Covered Defense Information…” 

“Subcontracts”
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b) c) d) e) f) g) m)

“Subcontracts”
“The Contractor Shall –” 

“Include this clause, including paragraph (m), in subcontracts ...” 

“For operationally critical support, or for which subcontract performance will include Covered Defense Information…” 

Requires external service providers 
comply with organizational 

information security standards.

Monitors security control 
compliance by external providers 

on an ongoing basis. 

SLAs define expectations of 
performance for security controls and 
identify remedies for noncompliance. 
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The Last Mile



Tn Supplier

Prime Integrator

T1 Subcontractor

T2 Subcontractor

CUI                  
                     

T3 Subcontractor

Managed Service Provider (MSP)

Cloud Service Provider (CSP) 

m) flowdown

m) flowdown

m) flowdown

m) flowdown
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Supplier MSP

Privileged 
Access

                  
                     

CSP

m) flowdown

CUI                  
                     

b) FEDRAMP Moderate?
c) – g) ?

DFARS 7012?

Attack Surface
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m) flowdown

~60% ~40%

800-171 Requirements
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Cybersecurity Maturity Model Certification



Cybersecurity Maturity Model Certification
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DFARS CMMC
Self-Attestation 3rd Party Audits

POAMs POAMs

800-171
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CUI                  
                     

m) flowdown

m) flowdown

m) flowdown

m) flowdown
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March 17th, 2020

Accreditation Body: 

8. Require all outsourced IT and/or MSP support
organizations to be equivalent CMMC Level 3
certified by government assessors from the DCMA
within two years of the date of this MOU. 

5 Takeaways



Key Takeaways & Next Steps
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Focus on Current DFARS Requirements

Understand 800-171 Assumptions

Establish Vendor Management Process

Understand Flowdown Requirements

Allowable Costs

5 Takeaways
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